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Abstract

Evaluation of computing system security requires knowl-
edge of the vulnerabilities present in the system and of po-
tential attacks against the system. Vulnerabilities can be
classified based on their location as application vulnerabil-
ities, network vulnerabilities, or host vulnerabilities. This
paper describes Ferret, a new software tool for checking
host vulnerabilities. Ferret helps system administrators by
quickly finding vulnerabilities that are present on a host. It
is designed and implemented in a modular way: a differ-
ent plug-in module is used for each vulnerability checked,
and each possible output format is specified by a plug-in
module. As a result, Ferret is extensible, and can easily
be kept up-to-date through addition of checks for new vul-
nerabilities as they are discovered; the modular approach
also makes it easy to provide specific configurations of Fer-
ret tailored to specific operating systems or use environ-
ments. Ferret is a freely available open-source software im-
plemented in Perl.

Keywords: Security auditing tool, host vulnerabilities,
security evaluation.

1. Introduction

Historically, approaches to security validation have fo-
cused on specification of procedures that should be followed
during the design of a system (e.g., the Security Evalua-
tion Criteria [3, 7]). When quantitative methods have been
used, they have typically either been based on formal meth-
ods (e.g., [10]), aiming to prove that certain security proper-
ties hold given a specified set of assumptions, or been quite
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informal, using a team of experts (often called a “red team,”
e.g. [11]) to try to compromise a system.

An alternative approach, which has received much less
attention from the security community, has been to try to
quantify, probabilistically, the behavior of an attacker and
his/her impact on the ability of a system to provide certain
security-related properties. For example, Gong et al. [5] pre-
sented a general 9-state model of an intrusion-tolerant sys-
tem. In a different approach, Jha and Wing [8] proposed that
state-level modeling, formal logic, and a Bayesian analysis
be used together to quantify the survivability of a system.
Ortalo et al. [15] proposed formal description of known vul-
nerabilities present in a system using a “privilege graph.”
Finally, [17, 6] used stochastic activity networks to evaluate
the intrusion tolerance of several realistic systems. All these
approaches made important contributions to probabilistic
evaluation of system security, but none proposed a com-
plete framework based on experimental data. [16] presents a
probabilistic framework for probabilistically validating se-
curity. This probabilistic framework has two components:
1) a model of an attacker, the system, and the workload de-
manded of a system, and 2) a set of measurements that pro-
vide estimates of the values of model parameters. The pur-
pose of this paper is to describe a new tool for experimen-
tally quantifying host vulnerabilities, which can 1) provide
input parameter values for models constructed according to
the probabilistic security validation framework described in
[16], and 2) provide useful information to system adminis-
trators who wish to eliminate vulnerabilities.

Precise definitions of several terms will help to clarify
the challenge in building such a tool. In the following, we
adopt the terminology of [12, 13]. In particular, an attack
is a malicious act that attempts to exploit a weakness in the
system. Such a weakness is called a (security) vulnerability,
which is an accidental fault or a malicious or non-malicious
intentional fault. An intrusion results from an attack that
has been (at least partially) successful. An attack is thus an



intrusion attempt. An intrusion can thus be seen as the ex-
ploitation of a vulnerability. Vulnerabilities are usually clas-
sified into application vulnerabilities, network vulnerabili-
ties, and host vulnerabilities.

The security community had a great interest in host vul-
nerabilities about ten years ago. Since then, the focus has
shifted towards network vulnerabilities because of the as-
sumption that once an outsider has found a way to penetrate
the network, it is very difficult to keep him or her from get-
ting administrative privilege on hosts [19]. This argument
may make sense if one is focusing on the problem of at-
tacks from outside, but it becomes less convincing when
one is trying to evaluate the security of a computer network
with respect to the possibility of both internal and external
attack. In that case, host as well as network and applica-
tion vulnerabilities need to be considered.

Host vulnerabilities are considered in a broad sense in
this paper. Some might argue that some of the vulnerabili-
ties are in fact configuration errors or that some of the vul-
nerabilities are features provided to the user. Despite such
arguments, we simply use the term “vulnerability” for any-
thing identified as potentially exploitable by attackers.

Several tools have been developed to check host vulner-
abilities (e.g., COPS [4] and Tiger [18]). Having been de-
veloped about ten years ago, COPS and Tiger have several
limitations. For example, they check for some vulnerabil-
ities that are no longer relevant, and offer no simple way
to modify the list of checked vulnerabilities. Furthermore,
they do not check certain important current vulnerabilities.
Moreover, their implementation is too customized to spe-
cific Unix OSs and versions. For example, they need to be
modified in order to run on current versions of Linux. Fi-
nally, they were not designed using a modular approach
(making updates to checked vulnerabilities difficult). For
all these reasons, we designed a new tool, called Ferret, for
checking host vulnerabilities. Nessus [14], a recently devel-
oped network vulnerability-checking tool, motivated sev-
eral of the design principles we followed in constructing
Ferret. Nessus is a free open-source tool, is based on plug-in
modules (each plug-in module checks a specific vulnerabil-
ity), and is updated daily by the Nessus community. The se-
curity community would clearly benefit from having a tool
for checking host vulnerabilities that is similar to Nessus.

We have thus designed Ferret in a modular way: a differ-
ent plug-in module is used for each vulnerability checked,
and the format of the output is also specified by differ-
ent plug-in modules. As a result, Ferret is extensible, and
can easily be kept up-to-date through addition of checks for
new vulnerabilities as they are discovered; the modular ap-
proach also makes it easy to provide specific configurations
of Ferret tailored to specific operating systems or use envi-
ronments. Ferret is a freely available open source software

implemented in Perl . This will facilitate the rapid develop-
ment of new vulnerability-checking plug-in modules when
new vulnerabilities are found. So that Ferret can run on var-
ious platforms, its management component is designed to
be platform-independent, and as many of the vulnerability-
checking plug-in modules as possible are also platform-
independent. In some cases, the vulnerability checked is
specific to one platform, and thus the associated plug-in
module needs to be platform-dependent. It is easy to group
vulnerability-checking plug-in modules using keywords de-
signed in the Ferret management component. The output
plug-in modules also provide flexibility by creating reports,
including raw text files.

The remainder of the paper is organized as follows. The
detailed design, configuration, and implementation details
of Ferret are described in Section 2. Section 3 contains some
preliminary results of a data collection conducted using Fer-
ret. Finally, Section 4 presents several conclusions.

2. Ferret Detailed Design

Before describing the architecture of Ferret, we explain
our motivation for choosing an interpreted language, Perl,
for implementing Ferret. Since Ferret has been designed to
process text files, the use of Perl allows us to take advan-
tage of its well-known text-processing capabilities. More-
over, Perl is available on many popular platforms. The inter-
preted nature of Perl also promotes simplicity of use with-
out complicated compilation procedures. Perl has also been
shown to be efficient despite being an interpreted language.
That is important because it makes it possible to scan large
systems within a reasonable time. Lastly, Perl is a very pow-
erful and expressive language (e.qg., its high-level data struc-
tures, like hash tables, are very helpful).

2.1. Architecture Overview

Ferret’s structure includes three major areas: the
management (Ferret core), the scanning agent (set of
vulnerability-checking plug-ins, with individual plug-ins
looking for specific wvulnerabilities), and the collect-
ing agent (set of output plug-ins). The Ferret manage-
ment core runs the vulnerability-checking plug-ins, collects
the results, and uses the selected output plug-in to pro-
vide a report in the desired format. The structure of Ferret
is illustrated in Figure 1.

The communication interface between the Ferret core
and the plug-ins consists of command-line arguments. Stan-
dard command-line options are used to pass the options be-
tween the core and the plug-ins. This approach was cho-
sen over the use of Perl packages/modules in order to allow

1 Ferret is available at http://ferret.crhc.uiuc.edu
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Figure 1. Ferret Architecture Overview

each plug-in to be run as a stand-alone program, should a
system administrator prefer that approach to using the Fer-
ret core. Output results can be saved as a raw data file and
piped through one of the output plug-ins at a later time to in-
terpret the results off-line. The location of the vulnerability-
checking plug-ins and the output plug-ins can be passed as a
command-line option. By default, to obtain the location in-
formation, the Ferret core looks in the configuration file.

The inputs include keywords (used to select subsets of
vulnerability-checking plug-ins to run), the level of ver-
bosity (used to help system administrators in making the
implementation more transparent), and the modes used to
run the Ferret core. The selection of the mode can be passed
as a command-line option. The choice of the mode impacts
the information provided in the output file. Two modes are
available in the current version of Ferret. The first mode
has been designed to focus specifically on which vulnera-
bility was found on the host. The second mode has been de-
signed to provide some more detailed information on the
vulnerabilities found, such as how the vulnerability can be
exploited. This mode has been customized so that privilege
graphs [1] can be built from the output results to allow later
assessment of the security of the computing system.

In the following sections, we detail the main components
of Ferret: the core, the vulnerability-checking plug-ins, and
the output plug-ins.

2.2. Ferret Core

The Ferret core was developed to be platform-
independent and simple. This section details the different
steps executed by the Ferret core.

1. It interprets the command line options and reads the
configuration file.

2. It determines information about the system Ferret is
running on, such as the operating system name and ver-
sion. This information is helpful in later stages in filter-
ing out the plug-ins that should remain active for a par-
ticular host. For example, a plug-in developed specifi-
cally for the Linux system should not be executed on a
Solaris machine.

3. It determines what plug-ins are available in the system
from the directory defined in the configuration file (or
on the command line).

4. It queries each plug-in for information about what vul-
nerability it checks, what level of privilege this vul-
nerability could gain, on which operating system this
vulnerability should be checked for, and what key-
words are applicable to this plug-in. This information
is stored in a hash table for easy reference later.

5. It builds a hash table of the keywords, based on indi-
vidual keywords, in order to simplify the running of
the plug-ins.

6. It uses the keywords to determine which plug-ins to
run. If no keyword is provided, then a default keyword
of all is used to run all the plug-ins.

7. It runs the chosen plug-ins in sequence.

8. It divides plug-ins, based on the results obtained, into
two categories: those that have found vulnerabilities,
and those that have not.

9. It pipes out the results, based on the mode selected by
the user, through the corresponding output plug-ins in
the desired format.

2.3. Vulnerability-Checking Plug-ins

2.3.1. Optionsfor Running the Vulner ability-Checking
Plug-ins The goal of each vulnerability-checking plug-in is
to scan the system for a particular vulnerability. Using the
command line options, the Ferret core makes the individ-
ual plug-ins perform diverse functions. For example, when
Ferret is executed with the —info option, each plug-in re-
turns information including its version number, a list of key-
words associated with this plug-in, the list of operating sys-
tems on which the plug-in can be run, and a short descrip-
tion of the vulnerability the plug-in checks.

Vulnerability-checking plug-ins can also be written to in-
terface with some other tools. Such plug-ins then pass the
obtained output results to the Ferret core. For example, a
plug-in has been written to instrument the commonly used
password-cracker tool, John the Ripper [9], to run for a
specified time to identify passwords that are be easily guess-
able.

Finally, depending on their needs, system administrators
can enable or disable the execution of plug-ins, making it
possible to execute only a specific subset of plug-ins. For
example, plug-ins checking SUID files may take a lot of
time because they need to search through the filesystem.

2.3.2. Groups of Vulnerability-Checking Plug-ins
Based on the type of vulnerability a plug-in checks for,
plug-ins have been divided into various groups. Vul-
nerabilities belonging to a particular group have similar



characteristics. Currently, about 80 plug-ins have been im-
plemented.

The first group of plug-ins checks whether or not cer-
tain critical system files or directories (e.g., /bin, /.cshrc,
/dev, letc/group, /etc/passwd, /etc, /.login, /.profile, /.rhosts,
Jusr/etc) are owned by root. The second group of plug-
ins checks if the permissions of critical system directo-
ries (e.g., /, /bin, /usr/adm, /etc, /dev) are world-writable.
The third group of plug-ins checks for the paths and file-
names inside the root start-up files (e.g., /.login, /.cshrc,
/.profile) for world-writability. The fourth group of plug-
ins checks the umask settings in login initialization files
(e.g., /.login, /cshre, /.profile, /etc/profile). The fifth group
of plug-ins focuses on configuration issues for certain files
in each user’s home directory. More specifically, these plug-
ins check whether permissions on certain important files
(e.g., .login, .logout, .profile, .rhosts, .tcshrc, .xinitrc ) of any
user’s home directory are set to group- or world-writable. In
Unix systems, the SUID bit allows a file to be run as if by
the user who owns the file, even if it is actually being run
by someone else. The sixth group of plug-ins is designed
to search for all the files on the target system that have the
SUID bit enabled. The seventh group of plug-ins focuses on
the different fields of the password file. The eighth group of
plug-ins focuses on system file permissions. Some of the
plug-ins developed in this family target the /etc/exports file,
and others target the /etc/fstab file. The ninth group of plug-
ins checks the .rhosts file to see if any unreasonable permis-
sion is given to remote users and machines.

2.4. Output Plug-ins

As mentioned earlier, the Ferret core, the vulnerability-
checking plug-ins, and the output plug-ins can be run in dif-
ferent modes. For each of the modes, the Ferret core gener-
ates a raw format output file using the output from differ-
ent vulnerability-checking plug-ins. Each mode can have a
number of different formats in which to present the final
output results generated by that mode. For example, a user
could generate a report in XML format by defining its at-
tributes in an XML output plug-in. As mentioned earlier,
two modes have been implemented. The first mode has been
designed to focus specifically on information on vulnerabil-
ities. The second mode has been designed to provide some
more detailed information on the vulnerabilities found and
their possible exploitations for the purpose of quantifying
the security.

2.4.1. Output Plug-in with First Mode The raw format
output file created by the Ferret core for this mode consists
of four fields. The first field contains the name of the plug-
in. The second field contains a short description of what
the plug-in does. The third field indicates the result of the
scan by the plug-in. It specifies whether a vulnerability was

found. The last field provides some more information rel-
evant to the vulnerability found by the plug-in. For exam-
ple, if a plug-in finds that the home directory in a password
file is group-writable, then the output field will list the ex-
act home directory that is group-writable.

This mode is useful to the system administrator for de-
termining various vulnerabilities present in the system, in-
cluding those in users’ home directories. Based on the ob-
tained results, an organization security policy can be framed
out, and users’ negligence can be effectively checked.

2.4.2. Output Plug-in with Second Mode The raw for-
mat output file created by the Ferret core for this output
plug-in consists of the list of all the users (along with their
groups) present in the home directory of the host on which
Ferret is running, plus four additional fields. The first field
contains the name of the plug-in. The second field contains
information about any possible change in the privilege as-
sociated with the vulnerability. The third field provides the
name of the file or directory that is vulnerable. The last field
gives a brief description of the vulnerability.

Through the use of a privilege graph, the information
provided by this output plug-in on the vulnerability and its
exploitation through the possible change of privilege can
be used to evaluate the security of a computing system.
The way we do so is based on work by Ortalo et al. [15],
who presented a method for evaluating security by build-
ing a privilege graph, and by Dacier and Deswarte [1], who
demonstrated that host vulnerabilities can be represented in
a privilege graph. In such a graph, each node represents a
set of privileges assigned to a user or set of users (e.g., a
Unix group). Any arc that connects two nodes is represen-
tative of a vulnerability, which allows a user (starting node)
to achieve another user’s privilege (ending node).

The output file provided by Ferret contains the different
elements for building a privilege graph. The list of all users,
along with their groups contained in the output file, defines
the set of nodes. The set also includes two special nodes
that represent a user with no privileges (an outsider) and
a user who has administrative privileges. A transition be-
tween two nodes is associated with each vulnerability. The
obtained output file contains the list of vulnerabilities found
on a host, and thus contains the list of transitions between
two nodes in the privilege graph. The output plug-in with
the second mode thus contains the textual description of a
privilege graph.

3. Experimental Results

In order to illustrate the performance and usefulness
of Ferret, we describe in this section some results ob-
tained from a short data collection. Ferret has been installed
on six machines at the University of Illinois at Urbana-
Champaign. Data have been collected three days a week



for one and a half months. The chosen machines are dif-
ferent Unix operating systems and versions, including three
server-class machines and three workstations. Table 1 sum-
marizes both the average number of types of vulnerabilities
and the average number of vulnerabilities of each type, for
the period of data collection.

3.1. Discussion of Scan Results

The large number of vulnerabilities found on the HP-UX
server is worth noticing. One explanation could be that this
machine is relatively old (i.e., about 3.5 years). Another rea-
son could be the large number of users it is serving (i.e.,
about 335 users). During the data collection, most of the
vulnerabilities detected by Ferret arose from non-root own-
ership of critical files and directories (first group), configu-
ration issues in certain files of users’ home directories (fifth
group), and vulnerabilities related to the password file (sev-
enth group).

Some system-critical files and directories (like /bin,
/dev, /etc) were not owned by root on machines 1 and
6. Plug-ins focusing on configuration issues in home di-
rectory files accounted for the highest number of wvul-
nerabilities. The vulnerabilities found by plug-ins focus-
ing on the non-ownership by root of critical files/directories
and on vulnerabilities in the password file are very seri-
ous in nature and demand more alertness on the part of
the system administrators. On the other hand, the signifi-
cant number of vulnerabilities found related to configura-
tion issues in home directory files shows negligence on the
part of users.

Curves have been plotted for machines 4 and 5 to show
the variation in both types of vulnerabilities, and the num-
bers of each vulnerability type with the number of days are
shown in Figure 2. The period of data collection is too small
to obtain any significant trend, but still, certain changes
can be observed. For example, for both hosts there were
five to ten types of vulnerabilities present. While some of
the serious vulnerabilities (like /etc file not owned by root)
were present all the time, the fluctuation that did occur was
mainly due to changes in the permission settings of certain
files in user home directories. On the other machines, the
vulnerabilities showed a static behavior. For example, for
machine number 6, the number of vulnerabilities remained
static throughout the period of observation.

Most of the vulnerabilities found are easily correctable,
and a system administrator with a tool such as Ferret could
use it to check the machines quickly (with an average time
of around 120 seconds) and efficiently on a regular basis.
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Figure 2. Results

4. Conclusion

Ferret has been developed with the idea of providing
the security community with a useful and efficient tool for
checking for host vulnerabilities. It is a freely available
open source tool developed in Perl. It consists of a set of
plug-in modules. Each host vulnerability is checked by one
plug-in module. Moreover, the output provided by Ferret
is also specified through the use of plug-in modules. Cur-
rently, about 80 plug-in modules have been developed. They
mainly target Linux, Solaris, and HP-UX vulnerabilities.
We expect the security community to participate in devel-
oping new plug-in modules for multiple operating systems.
System administrators could then select subsets of plug-
in modules to check for vulnerabilities customized to their
computer networks. Moreover, even though the vulnerabil-
ities currently addressed focus on Unix platforms, the de-
velopment of Ferret in Perl facilitates the introduction of
plug-in modules targeting vulnerabilities in Windows.
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